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Abstract—The emergence of cloud infrastructure has signifi-
cantly reduced the costs of hardware and software resources in
computing infrastructure. To ensure security, the data is usually
encrypted before it’s outsourced to the cloud. Unlike searching
and sharing the plain data, it is challenging to search and share
the data after encryption. Nevertheless, it is a critical task for
the cloud service provider as the users expect the cloud to
conduct a quick search and return the result without losing
data confidentiality. To overcome these problems, we propose
a ciphertext-policy attribute-based mechanism with keyword
search and data sharing (CPAB-KSDS) for encrypted cloud
data. The proposed solution not only supports attribute-based
keyword search but also enables attribute-based data sharing
at the same time, which is in contrast to the existing solutions
that only support either one of two features. Additionally, the
keyword in our scheme can be updated during the sharing phase
without interacting with the PKG. In this paper, we describe the
notion of CPAB-KSDS as well as its security model. Besides,
we propose a concrete scheme and prove that it is against
chosen ciphertext attack and chosen keyword attack secure in
the random oracle model. Finally, the proposed construction
is demonstrated practical and efficient in the performance and
property comparison.

Index Terms—Cloud Data Sharing, Searchable Attribute-based
Encryption, Attribute-based Proxy Re-encryption, Keyword Up-
date.

I. INTRODUCTION

LOUD computing has been the remedy to the problem of

personal data management and maintenance due to the
growth of personal electronic devices. It is because users can
outsource their data to the cloud with ease and low cost. The
emergence of cloud computing has also influenced and dom-
inated Information Technology industries. It is unavoidable
that cloud computing also suffers from security and privacy
challenges.

Encryption is the basic method for enabling data confiden-
tiality and attribute-based encryption is a prominent represen-
tative due to its expressiveness in user’s identity and data [1]-
[4]. After the attribute-based encrypted data is uploaded in
the cloud, authorized users face two basic operations: data
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searching and data sharing. Unfortunately, traditional attribute-
based encryption just ensures the confidentiality of data.
Hence, it does not support searching and sharing.

Suppose in a Person Health Record (PHR) system [5]-[7], a
group of patients store their encrypted personal health reports
Enc(Dy, Py, KWh),--- , Enc(D,, P,, KW,) in the cloud,
where Enc(D;, P;, KW;) is an attribute-based encryption of
the health report D; under an access policy P; and a keyword
KW;. Doctors satisfying the policy P; can recover the record
D,. However, they could not retrieve the specific record by
simply typing the keyword. Instead, a doctor Alice needs
to first download and decrypt the encrypted records. After
decryption, she can use the keyword to search the specific
one from a bunch of the decrypted health records. Another
inconvenient scenario is that Alice attempts to share a record
with her colleague, in the case like she needs to consult the
report with a specialist. In this situation, she must download
the encrypted files, then decrypt them. Then, after she has
acquired the underlying record, she encrypts the record using
the policy of the specialist. As a result, this system is very
inefficient in terms of searching and sharing.

Additionally, the traditional attribute-based encryption
(ABE) technology used in the current PHR systems might
cause another issue for keyword maintenance because the
ABE algorithm could not scale well for keyword updates
once the number of the records significantly increases. For
example, after reviewing a health report with the patient self
marked “contagious” tag, Alice from hospital A confirmed it
is not the contagious condition and corrected the tag to “non-
contagious”. In order for Alice to share a health report that is
encrypted with a tag “contagious” with another doctor from
hospital B, she needs to change the tag as “non-contagious”
without decrypting the report. As the traditional attribute-based
encryption with keyword search can not support keyword
updating, Alice has to generate a new tag for all shared
ciphertexts so as to keep the privacy of the keyword.

From above scenarios, the traditional attribute-based encryp-
tion is not flexible for data searching and sharing. Additionally,
attribute-based encryption is not well scaled when there is
an update request to the keyword. In order to search and
share a specific record, Alice downloads and decrypts the
ciphertexts. However, this process is impractical to Alice
especially when there is a tremendous number of ciphertexts.
The worse situation is the data owner Alice should stay online
all the time because Alice needs to provide her private key
for the data decryption. Thus, ABE solution does not take the
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advantages of cloud computing.

An alternative method is to delegate a third party to do the
search, re-encrypt and keyword update work instead of Alice.
Alice can store her private key in the third party’s storage,
and thus the third party can do the heavy job on behalf of
Alice. In such an approach, however, we need to fully trust
the third party since it can access to Alice’s private key. If
the third party is compromised, all the user data including
sensitive privacy will be leaked as well. It would be a severe
disaster to the users.

A. Related Work

In an ABE, the users’ identities are described by a list
of attributes [1]. After ABE’s pioneering work [1], several
scholars extended the notion of ABE. For example, key-policy
attribute-based encryption (KP-ABE) [2], where the private
key of a user is related to an access policy and the ciphertext
corresponds to an attribute set. In contrast, there is another
example called ciphertext-policy attribute-based encryption
(CP-ABE) [3], where the private key is generated with an
attribute set and the ciphertext is related to an access policy. In
both KP-ABE and CP-ABE, the ciphertext length is linear with
the size of the access policy. To reduce the ciphertext length,
Emura et al. [8] proposed a ciphertext-policy attribute-based
encryption scheme with constant ciphertext length. Although it
supports the AND-gates on multi attributes, it doesn’t support
the monotonic express on attributes. After that, a number
of constructions have come out to enhance the efficiency,
security and expressiveness [4], [9], [10]. To illustrate the
ABE’s application, Li et al. [11] adopted the notion of
attribute-based encryption in the PHR system to achieve fine-
grained access control on personal health records. A ciphertext
policy attribute-based encryption with hidden policy [12] was
proposed to hide the access policy which may leak the user’s
privacy in the PHR system. The concept of outsourcing
decryption attribute-based encryption was introduced to enable
a computation-constrained mobile device to outsource most
of the decryption work to a service provider [13]. However,
there is no guarantee that the service provider could return the
correct partial decryption ciphertext. To overcome this issue,
Lai [14] and Li [15] proposed attribute-based encryption with
verifiable outsourced decryption schemes respectively.

Proxy re-encryption was designed to delegate the decryption
[16]. Prior work has focused on the scheme’s functionality,
efficiency, and security model [17] [18] [19], [20]. Later, Liang
et al. [21] presented an attribute-based proxy re-encryption
(AB-PRE) scheme by using proxy re-encryption to a attribute-
based setting. Meanwhile, another AB-PRE scheme was pro-
posed to support “AND” gates on positive and negative at-
tributes [22]. Following their work, Liang et al. [23] proposed a
ciphertext-policy attribute-based proxy re-encryption (CPAB-
PRE) scheme supporting a monotonic access formula in the
selective model. Later, the security has been improved in an
adaptive model [24]. Ge et al. [25], [26] presented two KP-
ABE schemes that are secure in the selective and adaptive
model respectively. Liang et al. [27] proposed a deterministic

finite automata (DFA) based PRE scheme, where the access
policy is viewed as a DFA. Unfortunately, the privacy could
not be preserved in keyword search in all of these schemes.

Allowing the search ability in public key encryption is
another research direction that has gained popularity. The
primitive of searchable encryption in a symmetric key setting
was first introduced by Song et al. [28]. Following their
work, many searchable encryption schemes with different
functionalities were proposed such as the ranking search on
keyword [29] and fuzzy keyword searching [30]. To extend
the searchable encryption to the public key setting, Boneh et
al. [31] proposed the notion of public key encryption with
keyword search (PEKS). A PEKS scheme supporting range,
subset and conjunctive queries on keywords was presented by
Boneh and Waters [32] in TCC 2007. Later, attribute-based
keyword search was proposed via the combination of a PEKS
and ABE [33]. A more efficient attribute-based searchable
encryption scheme was achieved by involving the data owner
to issue keys for a data user [34]. A ciphertext policy attribute-
based keyword search scheme was introduced in the shared
multi-owner setting [35]. However, none of the above schemes
could support the data sharing function.

A KP-ABPRE with keyword search scheme was designed
to allow a server not only can search for a certain ciphertext
but also re-encrypt it [36]. The PKG in this scheme controls
the access policy in a traditional key policy ABE scheme, and
the data owner loses the ability to assign access policy on his
encrypted data. It is, however, worth noting here that in a PHR
system [11], [12], the data owner should have full control on
the data to be shared. Thus, a ciphertext policy attribute-based
encryption with keyword search and data sharing scheme is
desired. One additional issue with the work [36] is that the
data owner must interact with the PKG and request the PKG to
generate a search token which will greatly increase the burden
of PKG. Moreover, it is the delegator that needs to share the
data with the delegatee, which is unrelated with the PKG.
Therefore, they left it as an open problem to construct an
attribute-based encryption scheme supporting data searching
and data sharing without the help of PKG during the searching
and sharing phase.

B. Motivation

Prior work did not demonstrate that the existing attribute-
based mechanisms could both support keyword search and data
sharing in one scheme without resorting to PKG. Therefore,
a new attribute-based mechanism is needed to achieve the
goal for the above PHR scenario. One may argue that the
problem can be trivially solved by combining an AB-PRE
scheme and attribute-based keyword search scheme (AB-KS).
However, the combination could result in two major issues: 1)
the combined scheme is not CCA secure, 2) it is vulnerable to
collusion attack. The detailed explanation will be given later
in subsection I'V-A.

Therefore, a secure scheme is desired to fully support
keyword searching, data sharing as well as the protection of

142

143

144

145

146

147

148

149

150

151

152

153

154

155

156

157

158

159

160

161

162

163

164

165

166

167

168

169

170

171

172

173

174

175

176

177

178

179

180

181

182

183

184

185

186

187

188

189

190

191

192

193

194

195

1545-5971 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2020.2963978, IEEE

1

©

6

197

198

199

200

201

202

203

204

205

207

208

209

210

211

212

213

214

215

216

217

218

219

220

221

222

223

224

225

226

227

228

229

230

231

232

234

235

236

237

238

239

240

241

242

243

244

245

246

247

248

Transactions on Dependable and Secure Computing

the privacy of keyword. All of these concerns motivate us to
design a mechanism that:

1) allows the data owner to search and share the encrypted

health report without the unnecessary decryption process.

2) supports keyword updating during the data sharing phase.

3) more importantly, does not need the exist of the PKG,

either in the phase of data sharing or keyword updating.

4) the data owner can fully decide who could access the data

he encrypted.

In this paper we first point out a notion of ciphertext-
policy attribute-based mechanism with keyword search and
data sharing (CPAB-KSDS), which also supports keyword
updating.

C. Our Contribution

We first introduce a ciphertext-policy attribute-based mecha-
nism with keyword search and data sharing (CPAB-KSDS) for
encrypted cloud data. The searching and sharing functionality
are enabled in the ciphertext-policy setting. Furthermore, our
scheme supports the keyword to be updated during the sharing
phase. After presenting the construction of our mechanism, we
proof its chosen ciphertext attack (CCA) and chosen keyword
attack (CKA) security in the random oracle model. The
proposed construction is demonstrated practical and efficient
in the performance and property comparison.

II. SYSTEM ARCHITECTURE AND DEFINITIONS

In this section, we first present the architecture of our
CPAB-KSDS scheme. Following that, we will describe the
definition of the proposed scheme and its security model.

A. System Architecture

The CPAB-KSDS system, shown in Fig 1, consists of five
entities: the PKG, the cloud server (act as the proxy), the
health record owner, the delegator (recipient of the original
ciphertext) and the delegatee (recipient of the re-encrypted
ciphertext). The workflow for the system is described as
follows.

System Initialization: This phase is executed by the PKG.
The PKG generates the system public parameters that are
publicly available for all the participants of the system and
the master secret key which is kept private by the PKG.

Registration: The registration phase is executed by the
PKG. When each user issues a registration request to the PKG,
the PKG generates a private corresponds to his attribute set.

Ciphertext Upload: The personal health record owner
encrypts his record with the original recipient’s policy and the
keyword, and then upload the encrypted record to the cloud
server.

Ciphertext Search: The recipient generates a search token
and issues a search request contains the search token to the
cloud server. The cloud server searches the ciphertext via the
Test algorithm and returns the search result to the recipient.

Re-encryption: The delegator generates a re-encryption key
and issues a re-encryption request contains the re-encryption
key to the cloud server. The cloud server converts the original

Delegatee

Cloud server act as proxy
11. Decrypt the
ciphertext

5. Execute the Test
algorithm

8. Exccute the Re-encryption
algorithm
3. Upload encrypted record

Health record owner

Fig. 1. System architecture.

encrypted record to a re-encrypted ciphertext under a new
access policy.

Decryption: The recipient (a delegatee or a delegator)
requests a re-encrypted (or an original) ciphertext from the
cloud server and then decrypts the ciphertext with his own
private key to get the underlying record. Note that, a delegatee
may act as a delegator for other participants.

B. CPAB-KSDS

Definition 1 (CPAB-KSDS). A CPAB-KSDS scheme is

described as follows:

o Setup(\,U) — (PK,MK): The Setup algorithm is
executed by the PKG. Input a security parameter A and
the description of attribute universe U. Output public
parameters PK and a master secret key M K.

e KeyGen(MK,S) — skg: The KeyGen algorithm is
executed by the PKG. Input M K and an attribute set S.
Output a private key skg.

e Enc(m,(M,p), KW) — CT: The Enc algorithm is
executed by the health record owner. Input a message m,
an access policy (M, p)! and a keyword KW. Output an
original ciphertext C'T'.

o TokenGen(sks, KW') — Txw: The TokenGen algo-
rithm is executed by the delegator. Input the private key
sks and a keyword KW', Output a search token 7xyy
for the keyword KW',

o Test(CT, Txw+) — 1/0: The Test algorithm is executed
by the cloud server. Input a ciphertext C7" under KW and
a search token 7x . Output returns 1 if KW = KW/,
otherwise, simply returns O.

e RKeyGen(sks,(M',p"), KW') — rk: The RKeyGen
algorithm is executed by the delegator. Input a private
key skg, an access structure (M’,p’) and a keyword
KW', Output the re-encryption key rk. Here, S satisfies
(M, p) but not satisfies (M’, p’). Note that, the keyword
input KW/ may not equal to the keyword KW in the
RKeyGen algorithm. If KW' # KW, it means that the
delegator wants to update the keyword in the ciphertext

I'We adopt the definition of an access policy as [37].
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and the keyword in the ciphertext will be updated in the
re-encryption phase.

e ReEnc(CT,rk) — CT: The ReEnc algorithm is ex-
ecuted by the cloud server. Input an original ciphertext
CT and rk computed from RKeyGen. Output the re-
encrypted ciphertext CT" under a new access policy and
keyword.

e Dec(sks,CT) — m/L: The Dec algorithm is executed
by the delegator/delegatee to decrypt the original/re-
encrypted ciphertext. Input a ciphertext C'T" under access
policy (M, p) and a private key skg. Output the plaintext
m, if S = (M, p), and L otherwise.

In the above algorithms, for simplicity, we omit PK as
input.

Consistency: Generally, a CPAB-KSDS scheme is
consistent if using a corresponding search token
can search the correctly generated ciphertext and a

legal secret key can decrypt the correct ciphertext.
Formally, for a message m € Gpr, KW € {0,1}*,
Setup(\,U) — (PK,MK), KeyGen(MK,S) — skg,
TokenGen(sks, KW) — 1w, TokenGen(sks, KW) —
Tkw, RKeyGen(sks,(M',p"), KW') — rk:

Dec(sks, Enc(m, (M, p), KW)) = m;

Test(trw, Enc(m, (M, p), KW)) = 1;

Dec(skg:, ReEnc(Enc(m, (M, p), KW),rk)) = m;
Test(Tkw:, ReEnc(Enc(m, (M, p), KW),rk)) = 1;

if S = (M,p) and S’ = (M, p')>.

C. Threat Model for CPAB-KSDS

Our threat model considers the confidentiality for the plain-
text and the keyword. We use three security games that
consider the security of the original ciphertext, re-encrypted
ciphertext, and keyword individually.

Definition 2 (IND-CCA-Or). If there does not exist an
PPT (probability polynomial time) adversary can win the game
described below with a non-negligible advantage, then the
CPAB-KSDS scheme is indistinguishable chosen ciphertext
secure at original ciphertext (IND-CCA-Or).

1) Init. A chooses the challenge policy (M*, p*) that is a
I* X n* matrix.
2) Setup. Challenger C executes Setup(A,U) to retrieve
PK and MK then forwards PK to the A.
3) Phase I. A queries:
a) Ou;(S): A queries on S, the challenger C executes
KeyGen(mk, S) to obtain skg, and forwards it to the
A.
b) Oioken(S, KW): A queries on S and a keyword
KW, C runs KeyGen(msk,S) and 7w <
TokenGen(skg, KW), returns Tx to the adversary

A.

2Here, S |= (M, p) indicates S satisfies (M, p).

¢) Otest(CT,KW): A queries on a ciphertext CT
and a keyword KW, the challenger C runs algo-
rithms skg <« KeyGen(msk,S) and 7w <+
TokenGen(sks, KW). Returns the test result 1/0 <
Test(CT,Tkw) to the adversary A.

d) O (S, (M, p"), KW'): A queries on S, (M',p)
and KW', where S does not satisfy (M’,p'), the
challenger C executes skg + KeyGen(MK,S) and
rk < RKeyGen(sks,(M',p"), KW’). Returns rk to
A.

e) O (CT, S, (M, p), KW'): A queries on an orig-
inal ciphertext CT under an access policy (M, p)
and keyword KW, attribute set S, access pol-
icy (M'p’) and keyword KW', the -challenger
C executes CT/L < ReEnc(rk,CT), where
rk = RKeyGen(sks,(M',p"),KW'), sks =
KeyGen(msk, S) and S satisfies (M, p). Returns the
result to adversary A.

f) Ogec(S,CT): A queries on an attribute set S
and ciphertext C'T', the challenger C runs skg =
KeyGen(msk,S), m/L < Dec(skg,CT). Return
the decryption result to the adversary .A.

During Phase I, A is restrict not to make queries as:

o O (S)if S = (M*, p*);
o Op(S, (M, p"), KW'),if S = (M*, p*) and A has
queried O, (S"), where S’ = (M', p');

4) Challenge. A sends messages (mg,m;) with equal
length and a challenge keyword KW* to the challenger
C. C randomly choose a bit b € {0,1}, then computes
challenge ciphertext CT* = Enc(my, (M*, p*), KW™*),
and sends C'T™ to A.

5) Phase II. A queries as in the phase I except:

o O (9), if S satisfies (M*, p*);
o Op(S, (M, p"), KW') and O (S5"), if S, S’ satisfy
(M*, p*), (M, p') respectively;
o Op(CT*, S, (M, p), KW') and O4(5’), if S, S5’
satisfy (M*, p*), (M’, p’) respectively;
o Ogec(S,CT), if S satisfies (M*, p*) and CT is a
derivative’ of C'T*.
6) Guess. A makes a guess b’ and wins if ' = b.
The adversary’s advantage is defined as

1
AdpINP=CCA=0T(\) = | Prt/ = b] — o1t

Definition 3 (IND-CCA-Re). If there does not exist an
PPT adversary can win the game described below with a
non-negligible advantage, we say a CPAB-KSDS scheme
is indistinguishable chosen ciphertext secure at re-encrypted
ciphertext (IND-CCA-Re).

1) Init. A chooses the challenge policy (M*, p*) that is a

I* X n* matrix.
2) Setup. Challenger C executes Setup(A,U) to retrieve
PK and SK, then forwards PK to the adversary A.

3The definition of derivative defined in [17].
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3) Phase I. A queries as below:

a) Os,(S5): Given an attribute set S, C executes the
KeyGen(SK,S) to get the private key skg, and
forwards skg to A.

b) Otoken(S, KW): On input an attribute set S and
a keyword KW, challenger C runs algorithms
KeyGen(SK, S) and TokenGen(sks, KW'). Returns
Trgw to the adversary A.

€) Otest(CT, KW): On input a ciphertext CT and
a keyword KW, the challenger C runs algo-
rithms skg < KeyGen(SK,S) and 7w <
TokenGen(skg, KW'). Returns to A the test result
of 1/0 — Test(CT, TKW)-

d) Opk (S, (M',p"), KW'): On input an attribute set S,
access policy (M’,p') and keyword KW', where
S does mnot satisfy (M’ p’), the challenger runs
C runs sks < KeyGen(SK,S) and rk <
RKeyGen(sks, (M',p'), KW’). Returns rk to the
adversary A.

e) Ogec(S,CT): On input an attribute set S and ci-
phertext CT, the challenger C runs the result of
sks = KeyGen(SK,S), m/L < Dec(skg,CT) to
the adversary A.

During Phase I, adversary A is restrict not to make the
Os(S) query, where S = (M*, p*).

4) Challenge. A sends two messages (mg,my) with equal
length and a challenge keyword KW* to C. C chooses a
random bit b € {0,1} and returns the challenge cipher-
text CT* = ReEnc(Enc(my, (M, p), KW),rk), where
rk < RKeyGen(skg,(M*, p*), KW*), S |= (M, p) to
A.

5) Phase II. A makes queries same as phase I except:

. O(S).f S b (M7, p");

o O4ec(S,CT*), S = (M*, p*).
6) Guess. A makes the guess b’ and wins if ¥ = b.
The adversary’s advantage is defined as

Ady!NP=CCAZRe(\y = | Pr[y = b] — 1/2].

In this game, since the adversary can make any re-
encryption key query without restrictions, he can execute the
re-encryption himself. Thus, the re-encryption query is useless.

Definition 4 (IND-CKA). A CPAB-KSDS scheme is in-
distinguishable chosen keyword secure (IND-CKA) if there
doesn’t exist a PPT adversary A who can win the following
game with a non-negligible advantage. Let oracle O; =
{Oska Otakena Otest» O'r‘k7 Odec}’ where Osk:’ Otokens Otest’
Oy ks Ogec are the same as in IND-CCA-Or game.

1) Setup. The challenger C runs Setup(A,U) to get PK

and M K. And then forwards PK to the adversary A.

2) Phase 1. A queries in O;.

3) Challenge. A sends two keywords (KW, KW1) with
equal length, a challenge message m™ and access policy
(M*,p*) to C. The restriction is that A cannot has
made any Oyopen (S, KW) queries, where S = (M*, p*).

Challenger C randomly choose a bit b € {0,1} and then
computes CT* = Enc(m*,(M*, p*), KW}). Returns
CT* to A.
Note that, CT* can also be CT* =
ReEnc(Enc(m*, (M, p), KW'), rk), where
rk « RKeyGen(skg, (M*, p*), KW3), S = (M, p).
4) Phase II. Like in the query phase I A continues querying
except:
o Otest (CT*, KW);
e Oioken(S, KW), where S |= (M*, p*).
5) Guess. A makes the guess b’ and wins if b’ = b.
A’s advantage is defined as

Adv'NP=OEAN) = |Pr = b] — 1/2].

Remarks: As illustrated in [38], in the public key searchable
encryption setting, an adversary can conduct the statistical
attack. Detailly, an adversary can issue token queries to get
the search tokens and generate a keyword ciphertext for any
keywords he wants. Then the adversary can execute the T'est
algorithm to test whether the keyword in the token equal to
the keyword in the ciphertext. To capture the statistical attack,
Zheng et al. [33] defined two types of keyword security: the
chosen keyword attack security and the keyword secrecy. The
chosen keyword attack security indicates that the adversary
cannot deduce any information about the keyword from the
keyword ciphertext. While the keyword secrecy means that
the probability of an adversary knowing the keyword from the
ciphertext and the search token is no more than the probability
of guessing a random element from the possible keyword
space. The key secrecy captures the fact that the keyword
embedded in the token cannot be protected since an adversary
can choose a keyword and generate a corresponding keyword
ciphertext. Then the adversary executes the T'est algorithm
to check whether the keyword embedded in the token equals
to the keyword in the keyword ciphertext. In our scheme, we
adopt the chosen keyword attack security definition of [33].
In our IND-CKA definition, though the adversary can choose
a keyword KW as he likes and gets the corresponding token
Trw via the Ogopen (S, KW) query. However, the restriction
is that S does not satisfy (M*, p*). Whenever the adversary
executes the Test(Tiw, CT*) algorithm, the algorithm will
return 0 since S does not satisfy (M™*, p*). Thus, the adversary
cannot gain any extra information about the keyword in the
keyword ciphertext through the T'est algorithm that will lead
to the failure of the statistical attack.

A CPAB-KSDS scheme is said to be chosen cipher-
text and chosen keyword secure if Adv!NP —CCA=0r(y)
AdyINP=CCARe(\y and Adv!NP~OKA(N) are negligible.

bl

ITII. PRELIMINARIES
A. Bilinear Map

G and Gp are two multiplicative cyclic groups of prime
order p, e : G x G — Gr, A tuple (G,Gr,p,e) is a bilinear
map tuple, if for Vu,v € G,r,s € Z

D) e(u”,v®) = e(p,v)";
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2) e(u,v) # 1.
3) e(u,v) can be computed efficiently.

B. ¢-BDHE Assumption

G is a group of prime order p. Randomly choose
g,v,s &€ Z,. Denote g as g¢;. Given a vector ¥ =
(9:9s: 91, +9q> Gg+2+" - » G2q) € G*4T1, the adversary can-
not distinguish e(g,g)”qﬂs € G from a random element in
Gr.

Formally, the probability :

| PrlA(G.T = e(g,9)"" )] — PrlA(@,T = R)] |,

where R <~ G, is negligible for all PPT adversary A, then the
decisional g—Bilinear Diffie-Hellman Exponent assumption
(q-BDHE) [4] holds.

C. DL Assumption

G is a group of prime order p. Randomly choose g, z, h €
G, 1,72 € Z,. Given a vector ¥ = (g, 2,h, 2™, g™) € G,
the adversary is hard to distinguish A" 772 € G from a random
element in G.

Formally, the probability:

| PrlA(v, T = h™1"2)] — Pr[A(¢,T = R)] |,

where R <~ G, is negligible for all PPT adversaries A, the
following then the decisional linear assumption (DL) [33]
holds.

IV. CPAB-KSDS SYSTEM
A. Challenges and Our Techniques

Here we demonstrate why a simple combination of an
AB-PRE scheme and attribute-based keyword search scheme
(AB-KS) does not solve our design challenge. Assume
the combined CPAB-KSDS ciphertext is Copap—_ksps =
(Cap-pPrE,CaB-Ks), Wwhere Cap_prp is an AB-PRE ci-
phertext and Cap_kg is an AB-KS ciphertext, an adver-
sary may issue decryption oracle of a manipulated cipher-
text (Cap—prE,Cyp_kg) to get the underlying plaintext.
Another problem is that it is vulnerable to the collusion
attack [19]. The proxy and the delegatee can collude to reveal
the delegator’s private key. Suppose the first part delegator’s
private is K = g¢*ft. If we set the re-encryption key as
rk = K2 where § is an randomly chosen element and
encrypted with the delegatee’s attribute set S, the delegatee
can first recover § with his own private and further get the
delegator’s private key part K.

In our construction, we utilize the ciphertext-policy
attribute-based encryption scheme [4] as the basic component
since it supports any monotonic access policy and achieves the
CCA security. To overcome the first issue, we bind the AB-
PRE ciphertext and the AB-KS ciphertext tightly via a same
random element. In such a manner, if one part of the CPAB-
KSDS ciphertext is changed, the another part will update
accordingly. Furthermore, in the decryption algorithm, the
decryptor first checks the validity of the ciphertext and then
conducts the decryption. Regarding the collusion attack issue,

we introduce a random value to randomize the delegator’s
private key. In the detailed construction, which will be shown
in the following subsection, the re-encryption is set to be
rk=K"0) .Q% where Q and # are randomly chosen. Thus
only with the value of § and 7k, the delegatee colludes with the
proxy cannot reveal the private key part &. When it is needed
to remove the random value @7 in the decryption algorithm,
we leverage the bilinear property of the bilinear pairing to get
rid of it.

B. Proposed Construction

In our scheme, ciphertexts are encrypted with an access
policy and a keyword, and the private key is connected with
an attribute set S. U is the attribute universe whose size is
polynomial of \. KW € {0,1}* denotes a keyword. The
following describes our proposed CPAB-KSDS scheme.

1) Setup(A\,U): Chooses a bilinear map tuple
(p,9,G,Gr,e), and randomly select a, 3,a,b,c € Z7,
f,§ € G, compute f; = ¢° fo = ¢*,Q = g°. For
Vi,1 < i < |U|, choose hy,---,hjy € G. Choose
collision-resistant hash functions: H; : {0,1}* — G,
Hy : Gr — {01}, Hy : {0,1}* — Z,
Hy @ {0,1}* x Gy — Z;. Choose a CCA-secure
symmetric key encryption SY = (S.Enc,S.Dec).
Output  msk = (9% a,b) and mpk =
(e(g’g)ahga,g’f’ f1,f2,Q,H1,H2,H3,H4,h1,'" )
Iy, SY).

2) KeyGen(msk,S): Randomly choose t,r € Z; and
compute the secret key skg as

K= gafta L= gt7
V= g(acf'r‘)/b7 Y = gr’ 7 — gr,
Vo € S, {K,=ht, Y,=H(z)"}.

Note that, V' can be computed as V = f}' / b/ g"/". The
secret key skg implicitly contains S.

3) Enc(m, (M, p), KW): Choose a random element R €
G, then compute s = Hy(m,R). Choose two ran-
dom vectors ¥ = (s,kg,---,k,) € Z3", 0 =
(82, kn+17 cee ,kgn_l) S Z;n, where s, ko--- ,k‘gn_l

are randomly chosen from Z;. For 7 = 1 to [, compute

Ai = U+ M; and p; = 77+ M;, where M, is the vector

related to the i-th row of M. Randomly choose s1 € Z

and compute

Co=m® Hy(R), C=R-e(g,9)*, C' =g,
C"=Q° VI<i<l,Ci=fYh,
W= fit, Wy =gtovte) pritm),

Wi =f3?, D=g%,
V1<i<U B = g7 Hi(p(i)*,

E= HI(CO) Ca C/a Cl/a Da {Clv Ei}ie[l,l]vm WO7 Wl)s-
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Output the ciphertext

CT = (Co,C,C",C", D, AC;, Ei}icpi g, W, Wo, W1, E).
Note that, C'T implicitly includes (M, p).
TokenGen(sks, KW'): Choose a random element v €
Z, and compute

"\ Y
™= (ganI‘Il(KW)) ; Ty = fiY7

n=V', Y =Y 7 =2,

Then, for each € S, compute Y’ = Y,7. Set the
trapdoor as 7 = (11, 72,73, Y, Z', {V Jvaes).
Test(CT,7): Input a ciphertext CT =
(C, C/,C/I7D,{Ci,Ei}ie[lyl],WWO,Wl,E) and a
search token 7 = (71,72,73,Y", 2" {Yy Yvzes). If S
associated with the search token 7 does not satisfy
(M, p) in CT, the algorithm returns L. Otherwise, let
I C {1,---,1} be a set of indices, such that for all
iel, p(i)eSand E;cqw;M; = (1,0,---,0). Denote
A ={z:3iel p(i) ==z}, compute

F=e(Y'Z',D)/ (H(e(YCEi) : e(D,Yz'))m> .
icl

The algorithm returns 1, means KW = KW/, if

e(W,m1)e(Wy,73)F = e(Wp, 72). Otherwise returns 0,

means KW # KW',

Note that, if CT is a re-encrypted ciphertext, the

algorithm first computes

P = o2, 0 (T, B) - (DY) ) =

icl
e(g,g)2"7. And then verifies whether
e(W' m)e(Wy', m3)F’ < e(Wy',72). If the equation
holds, outputs 1, means KW = KW', otherwise outputs
0.
RKeyGen(skg,(M', p'), KW’): Choose random ele-

ments § € {0,1}* and ¢ € Z;. Compute

rky = KOQ 1k = ¢,

rhy = L0 Vo € S rky, = K10

Randomly choose R’ € G, compute ' = Hy(d, R').
Choose two random vectors o/ = (s’ ko', -+ k') €
Z" o = (s2 kngas o s kanei’) € Z5", where
so', ko', -+ kan—1" are randomly chosen from Z*. For
i=1tol, compute \;’ = /- M, and and ;' = 7" - M;’
where M,  is the vector related to the i-th row of M.
Randomly choose 51’ € Z; and compute

rhs = 0@ Hy(R), rks=R- e(g,g)‘“/7

rke =g*, V1<i<lrky;=fh o,

1 ps1’ 1 a(s1'+s2’) ps1’ Hi(KW')
W= fir, W' =gttt

b
/ s’ ’ s’
Wl = f2 3 D = g -,

V1 <i<l,E/ = g% Hy(p(i))"*,

7

8)

E' = Hy(rks,rks, 7k, D', {rkr., Ei' Yiepr, W', Wo!, W1')*.

Set  the re-encryption key as 71k =
(’/‘k‘l, ’I“kg, 7‘/413, {Tk4,:c}x657 ’I“k‘5, 7’]4)5, Tk‘ﬁ, D/, {’I"k‘771‘,
Ei'Yiepa, W, Wo', Wi/, E").

ReEnc(CT,rk): On input an original ciphertext
CT and a re-encryption key rk, compute
t = Hy(Co,C,C",C",D,{Cs, Ei}icpy, W, Wo, Wh),
and check whether the following equalities hold:

e(g, E) = e(C',T), (1)
e(C,Q) L e(g,C"), (@
¥1<i <Le(g,Ci) = e(g, *)e(C hyi) ™ ()

If one of them fails, the algorithm outputs L. Otherwise,
it continues.
If S does not satisfy (M, p) in CT, it output L. Else
let I C {1,---,1} be a set of indices, such that for all
iel, p(i)e S and E;cqw;M; = (1,0,---,0). Denote
A ={zx:3iel, p(i)=x}. Compute
r— e(rky,C")

e(rke, C7) - T] e(Cs,mk3)«i - e(C', T] rhaw)«i

i€l TEA

Compute CTy = S.Enc(CT|T,0), CTy =
(Tkg,, ’I"ks, ’I”IC67 D/, {7"]{,‘7’1', Ei/}ie[l,l] s I/V/7 W()/, Wll, El)
Output the re-encrypted ciphertext CT = (CTy, CTs).
Note that, via the ReEnc algorithm, a new keyword
KW' is embedded in the re-encrypted ciphertext part of
W{. In such a manner, the keyword in the re-encrypted ci-
phertext was updated. For example, the original ciphertext
CT is encrypted with the keyword K'W. If the delegator
wants to update the keyword KW to KW' in the re-
encryption phase, he can issue a re-encryption key rk
with the keyword KW’ in the RKeyGen algorithm.

When the cloud server re-encrypts the original ciphertext

via the ReEnc(CT,rk) algorithm, the new keyword is
embedded in W part of the re-encrypted ciphertext.
Dec(sks,CT):

(1) CT is an original ciphertext.

a) If one of them (1) — (3) fails, the algorithm outputs L.
Otherwise, it continues.

b) If S does not satisfy (M, p) in CT, it output L. Else
let I C {1,---,l} be an index set, such that for all
ie€l, p(i) €S and Xjcrw; M; = (1,0, -+ ,0). Define
A ={z:3ie€l, p(i)==x}. Compute

e(K,C")
[[e(Ci, L) - e(C", [T Kz)“

i€l zEA
Compute R = C/e(g,9)**, m = Co® H2(R) and s =
Hy(m, R). Output m if C' = ¢*, C” = Q® and E =
Hl(COv C, Clv CN’ D, {Clv Ei}ie[l,l] , W, Wy, Wl)s'
Otherwise output L.

=e(g,9)".

(2) CT is a re-encrypted ciphertext.
a) Phase CT2 = (7‘]{55, ’1“1657 7“k‘6, D/, {7"]@771‘, Eil}ie[l,l]a
W' Wy, Wy, E"), compute t = H,(rks, ks,
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rke, D', {rkr i, Bi' Vicp g, W, Wo',W1'). For V1 <
1 < I, verify

e(g, E") £ e(rke, 1), )
e(g, F)e(rke, hogiy) 7t (5)

?

e(g,rk7)

Check whether equations (4) —
L. Otherwise proceed.

b) If S associated with sk does not satisfy (M, p) in CT,
it output L. Else let I C {1,---,1} be a set of indices,
such that for all ¢ € I, p(i) € S and X;c;w;M; =
(1,0,---,0). Define A = {z : Ji € I,p(i) = z}.
Compute

(5) hold. If not, output

6(K7 rkﬁ)

T e(rkrq, L) - e(rkg, 1] Ko)
el TxEA

e(g,9)**

Next, compute R =rks/e(g,9)*, 0 = rkr@Hg(R’)
and s’ = Hy(6, R'). Output § if vk = ¢° and E' =
Hl(TkE»ﬂ’ksﬂ”kG,D {rke, B Yicp g, W/, WY/,
W1')*". Otherwise output L.
¢) Compute CT||T" = S.Dec(CTy,§), and
m = C/TH:()™"
Consistency. The consistency is verified as:

1) For the search token, in the T'est algorithm we have

iel
_ clg™ -5 .9%)

- _el_II( e(g™, g# Hi(p(i))==2) - e(g®2, Hi(x)™)):

_e(9"9"7,9%)
e(g, g)ier
e(g™g"™, %)

~ e(gm,9)*

e(g,9) 7.

Further, if KW = KW/, it can be verified that

e WT1) (Wl,Tg)

e(fi*, (9"

(

( e g2, T (g, 9)7
e(gc ( a le(KW)) )e(gsz’g'yac)

(g

(

cy a(51+82)f91H1(KW))

e(g
e W0,7'2)

Thus, the consistency of keyword can be verified. Note
that, if C'T is a re-encrypted ciphertext, it can be verified
in the same manner.

2) For an original ciphertext, we have

e(K,C)
[Ie(Ci, L)« - e(C”, ]I Kq)*
iel TEA
_ e(g*f' 9°)
I e(fNh Gy gt)=i - elgs, TT hL)e
iel TEA
e(g”f*, s)
e(f, g T
=e(g,9)"°

3) For a re-encrypted ciphertext, we have

e(rky, C")
e(rkq, C") - 11 e(Cy,rkg)«i - e(C’, ] rkaq)«:

el TEA
(KH3 (8) QG s)

I =

e(geaQs)H (fAh s LH3(5))wz@(g 1 KH3(5))

i€l TzEA
)ang(é)

=el9:9
Later, In the Dec algorithm for a re-encrypted ciphertext,
0 can be computed in the same way as above. Then, it
can compute m = C/TH3(0)"",

C. Security Proof

Now we demonstrate the proof of chosen ciphertext and
chosen keyword security for our CPAB-KSDS scheme. For
simplicity, we assume H;, Hs, Hs are TCR hash functions,
SY = (S.Enc, S.Dec) is a symmetric encryption.

Theorem 1. CPAB-KSDS scheme is IND-CCA-Or secure if
the decisional |U|-BDHE assumption holds.

Proof. Suppose a PPT adversary A can attack the IND-
CCA-Or security, we could build a simulator B to break
the |U|-BDHE assumption. Given a |U|-BDHE sample (¢ =
(9,95 91, gup Gui+2, - > 92101), T) € G2 x G, the
task for B is to determine if T = e(g,g)”'ums.

Initially, B maintains the following empty values.

o sklist: stores tuples of (S, sky).

o 7klist: stores tuples of (S, (M’,p"), KW' rk, flag),
where flag € {true, false}, where flag = ture indi-
cates rk is a valid re-encryption key, and flag = false
indicates rk is random.

B controls random oracles H;, H,, H, as follows. B
maintains hash lists H1*t, HLs!  Hst which are initially
empty.

o Hlist: A queries to Hy, if (Cy,C,C",C", D, {C;,
Ei}icp, W,Wo,W1,0,9°) exists in H{**!, returns g°.
Otherwise, choose a random o € Z7 and returns g7 as the
answer. Adds (Cy,C,C",C", D, {C;, E; }icp i, W, Wo,
Wi, 0,9%) to HEst,

o HLst: A queries to Hy, if (R, ¢) exists in HY**!, returns
¢. Otherwise, choose a random ¢ € {0, 1}* as the answer.
Adds (R, ) to HEs".
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HEst: A queries to Hy, if (m, R,s) exists in H*t,
returns s. Otherwise, choose a random s € Z; as the
answer. Adds (m, R, s) to HY*t.

Init. The challenge A outputs an access policy (M*, p*)
he wants to challenge. M* is an [* X n* matrix, where
n* <|U|.

Setup. Simulator B chooses a random o’ € Z,, and sets
f=g" elg,9)* = e(g,9)* - e(g1,gv|)- This implicitly
sets = o + vIVIT1 For Va,1 < z < |U|. Choose a
random value z, € Z,. If there exists an ¢ € [1,[] such

. MY M* ME .
that p*(i) = =, then sets h, = g*>g; "'-gy %+ g, "
Otherwise sets h, = g*. Next, B randomly choose

B,a,bc € Z;, g € G and a symmetric encryption

SY = (S.Enc,S.Dec). Computes f; = ¢¢, fo = g°

Q = ¢”. The master secret key is (g%, a,b), whereby g*

is unknown to B.

Phase 1.

a) O.,(S): B first searches sk'™*!, if (S, skg) exists,
returns skg. Otherwise,

o if S |= (M*,p*), B aborts and outputs L.

o Otherwise, B randomly choose i, € Z;. Finds a
vector & = (wq, -+ ,Wp+) € Z3 such that w; = —1
and for all ¢ where p*(i) € S, & - M7 = 0.
By the definition of LSSS [37], such & must
exists if S does not satisfy (M*,p*). Computes
L=g"TI" (gju)41-4)" 2 g'. This implicitly sets
t=p+ w1y|U\ + w2y|U\*1 4t wn*y|U|+1—n*-
By this setting, K = g¢°f*' = oy

v(ptwr vV 4wa ! V1= g IV =
9% g™ [T (90 42-0)“"

For each x € S, if there doesn’t exist ¢ so that
p*(i) = x, B computes K, = L*. Otherwise,
suppose p*(i) = z, B calculates K, as

M; ;
n* n*
i Zx " w
K, =1L H g H (GU)+145-1) 7"
j=1 k=1

k£

Next, B can compute V, Y, Z and Y, as he knows
a,b,c,r. Finally, B adds (S, skg) to sk!**t,

b) Otoren(S, KW): B first searches sk!®!, if (S, skg)
exists, using skg to generate Txw via the T'okenGen
algorithm. If such an entry doesn’t exist, B queries
Os(S) to get skg and then generates Txyw. Adds
(S, sks) to sklst,

€) Otest(CT, KW): B first queries Oyopen to get a search
token Tx . Then runs Test(CT, ) and returns the
result to A.

d) O.(S, (M, p'), KW'): B first searches rk!®st, if
(S, (M',p"), KW' rk,*) exists, where x denotes the
wildcard, outputs rk. Otherwise proceeds,

o If S = (M*,p*) and (S, sks/) in sk'®t, where
S" | (M',p'), B aborts and outputs L. Otherwise,

o If S | (M*,p*) but there is no tuple (S’ skgr)
in sk't, where S’ = (M’',p'), B randomly
selects values for each element of rk. Adds
(S,(M',p"), KW', rk, false) to rk'*t list. Other-
wise,

o B first queries O (S) to get sks and then gener-
ates rk using sks via RKeyGen algorithm. Adds
(S,sks) and (S, (M',p'), KW' rk,true) to sk'ist
and rk'* respectively.

e) O,(CT,S,(M',p)),KW'): If S = (M*,p*) and
there is a tuple (S',sks/) in sk, where S’ =
(M',p'), B aborts and outputs L. Else if the equa-
tions (1) — (3) do not hold, outputs L. Otherwise
if there is a tuple (S, (M’,p’), KW' rk,*) in rklst,
re-encrypts CT" with rk. Otherwise, B first issues
Ok (S, (M',p"), KW') to get rk. Next, B re-encrypts
CT with rk, then adds (S, (M’,p"), KW' ,rk,1) to
TkliSt.

) Ogec(S,CT): B proceeds,

o If CT is a original ciphertext, B first verifies whether
(1) — (3) hold, if not, outputs L. Otherwise, B
checks whether there exists tuples (R, ¢) in HLt
and (m, R,s) in HY**, such that Cy = m @ ¢,
C' = g°. If yes, returns m to A. Otherwise outputs
1.

e If CT is a re-encrypted ciphertext, B first verifies
equations (4) — (5), if these verification fail, outputs
L. Otherwise, B checks whether there exists tuples
(R',¢') in H{*" and (6, R’,s") in H***, such that
rks = 6 ® ¢, kg = gsl. If yes, returns § to A.
Otherwise outputs L. Finally B computes CT||T" =
S.Dec(CTy,8), and m = C/TH3() ™" Returns m
to A.

4) Challenge. A selects two equal length message (mq, m1)

and a challenge keyword K W*. Challenger C randomly
choose a bit b € {0,1} and constructs C} = my &

Hy(R*), C* = R*-T -e(g°,g*), C'" = ¢° and
C//* — (gs)B
Then, B chooses random values y5,-- - ,yl,« € Z,. For
i=1,---,1*, computes

Ccr=| TI )] (g = o.

j=1n

Randomly choose si,$S2,ks, -+ ,ko,—1 and computes
W* = f1’ W(;k _ ga(81+82)f51H2(KW )’ Wl* _ sz,
D* = g* and V1 < i <I*, Ef = ¥ H1(p*(i))%2.
Next,B computes g° = H,(C,C*,C"*, C"*, D*,
{Cz*7 E;}iE[l,l*]7W*7 W(Ta Wl*)’ Er = (gs)a' .
Note that, by this setting, there exists an tuple (C§,C*,
C/*7 C//*a D*7 {Cz*a E'Zk}iG[l,l*]7 W*a WO*7 Wl*a ,O-*’ ga*)
in H1*st, If there no such tuple, adds it to H!*t,
If 7T = e(g,g)”wws, we have CT* = R* - T -
s ’ * plUl+Lg s ’ * s
e(g°,9%) = R*-e(g,9) e(g®,9% ) = R*-e(g,9)™
that is simulated perfectly.

692

693

694

695

696

697

698

699

700

701

702

703

704

706

707

708

709

710

71

712

713

714

715

716

717

718

719

720

721

722

723

724

725

726

727

728

729

730

731

732

733

734

735

736

737

738

739

740

1545-5971 (c) 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI 10.1109/TDSC.2020.2963978, IEEE

741

742

743

744

745

746

747

748

749

750

751

752

753

754

755

756

757

758

759

760

761

762

763

764

765

766

767

768

769

770

771

772

773

774

775

776

777

778

779

780

781

782

783

784

785

786

787

788

789

790

791

792

793

Transactions on Dependable and Secure Computing

5) Phase II. Other than the restrictions in the IND-CCA-Or
game, A queries as it does phase I
6) Guess. A makes the guess b’ and wins if ¥ = b.

When T' = e(g,g)"wws, B simulators perfectly if the
simulation does not abort. If T" is a random element in G,
Then CT™* is a random ciphertext, and the value b reveals
nothing about CT*. The probability of Pr[b’ = b] = 1. Thus,
B can solve the decisional |U|-BDHE assumption with non-
negligible advantage.

Theorem 2. Our proposed CPAB-KSDS scheme is IND-CCA-
Re secure if the decisional |U|-BDHE assumption holds.
Proof. The Init, Setup and query Phase I is similar to these
steps in the proof of Theorem 1.

1) Challenge. A selects two message (mq,mq) with equal
length and a challenge keyword KW™*. Challenger C
chooses a random bit b € {0,1} and constructs as
follows.

a) Generate a secret key skg and a re-encryption key rk,
where vk + RKeyGen(skg, (M*, p*), KW*).

b) B generates an original ciphertext CT <+
Enc(my, (M, p), KW) using the same way as
in Challenge phase in the proof of Theorem 1.

¢) Re-encrypts CT" with re-encryption key 7k to get chal-
lenge ciphertext CT* via CT* <— ReEnc(CT,rk).

d) Outputs the challenge ciphertext C'T™ to A.

If T = e(g, g)”leS, CT*™ is a valid challenge ciphertext.
If T is a random value in G, the challenge ciphertext
CT* is independent of b from the adversary’s perspective.

2) Phase II. Other than the restrictions in the IND-CCA-Re
game, A queries as it does phase I

3) Guess. A makes the guess b’ and wins if &’ = b.

When T is randomly chosen in G, Then CT™ is a random
ciphertext, and the value b reveals nothing about CT™. The
probability of Pr[b’ = b] = 3. Therefore, B can solve the
decisional |U|-BDHE assumption with non-negligible advan-
tage.

Theorem 3. Our proposed CPAB-KSDS scheme is IND-CKA
secure if the DL assumption holds.
Proof. Suppose there exists a PPT adversary 4 can break the
IND-CKA security, we built a simulator B to break the DL
assumption. Given a DL sample (¥ = (g, z,h,2™,¢™,T) €
G5, the task for B’s is to determine if 7' 2 hritrz,
B controls random oracle H; as follows. B maintains hash
lists H'%t which is initially empty.
o HUst: A queries to Hy, if (x,*, 04, %) exists in H*5t,
returns g°». Otherwise, choose a random o, € Z; and
returns g7+ as the answer. Adds (z, *, 0., g%%) to H*t,

1) Setup. B randomly choose «,f,d,v €  Z,
fvhlv"',h\U| € G. Sets fl = z = gc, h = ga,
¢® = 2% § = ¢¥ and Q = ¢” for some unknown

a, b, c. This implicitly sets b = cd. Chooses a symmetric
encryption SY = (S.Ene,S.Dec). The master secret
key is msk = (g%, a,b), where a, b are unknown to 5.

2) Phase 1.

a) Oy (S): B chooses random values t,7" € Z; and
computes the secret key as K = goft, = ¢, V =
pVd g Y = (2, Z = (24)""". For each = € S,
B first queries (x) to Hy and gets o, and g°=. Then B
computes Vz € S,{K, = h%,Y, = (2)7*""}. Note
that, K, L, K, are generated the same as the real
algorithm. Denote r £ br’, we have V = h/d/g" =
ga/d/gr/b — gac/b/gr/b — g(ac—r)/b’ Y — (Zd)r’ —
(gb)r’ — gr’/ 7 = (Zd)lvr’ — (gb)vr' — gr and
Y, = (247" = (¢*)°=" = Hy(z)". Thus,skg is a
valid secret key for S.

b) Otopen (S, KW): B first queries O (S) to get sks and
then generates Tx .

€) Otest(CT, KW): B first queries Oyopen to get a search
token 7xw . Then runs Test(CT,T) and returns the
result to A.

d) O (S, (M, p"), KW'): B first queries
Os,(S) to get a private key skg. Then runs
RKeyGen(skg,(M',p'), KW’) and returns the
result to A.

e) Ouec(S,CT): B uses « to generate a corresponding
sks and returns the decryption Dec(skg, CT) result
to A.

3) Challenge. A chooses two keywords (KW, KW;) with
equal length, a challenge message m™* and access policy
(M*, p*), where M* is a I* x n* matrix. If A has made
a query Oiopen(S, KW), S | (M*,p*), B aborts and
outputs L. Otherwise, 3 chooses a random bit b € {0, 1},
s € Z;. Constructs C5 = m* @ Ha(R*), C* = R* -
e(g,9)*, C"" = g* and C"" = Q°. Fori = 1,--- ,I*,
computes C} = f)‘ih;f(i). Computes W* = 2",
WO* - T. ZT’lde(KWb), Wl* — ngd’ D* = gT‘g and
V1< U B = g¥igh?e (). Next,B computes g% =
Hl(Cg,C*,C/*,C”*,D*7{C;“,E;‘}ie[l,l*],W*,Wa‘,
Wl*)’ E* = gsa*.

If T = h"1 172, we have W§ = T-z"¢H2(KWe) — pritra,
Sr1dH2(KWy) ga(rl—i-'r'g)fsng(KWb). Thus, CT* is a
correctly generated challenge ciphertext.

Note that, CT™* can also be CT* = ReEnc(Enc(m*,
(M, p), KW'),rk), where rk < RKeyGen(sksg,
(M*ap*)vKWb)’ S ': (M»p)'

4) Phase II. A makes queries as in phase I other than the
restrictions in the IND-CKA game.

5) Guess. A makes the guess b’ and wins if b’ = b.

When T = h™ "2, B simulators perfectly if the simulation
does not abort. If 7" is randomly chosen in G, KW}, is hidden
from the adversary and b reveal nothing about CT™. The
probability of Prb’ = b] = 1. Therefore, B can solve the
DL assumption with non-negligible advantage.

V. PERFORMANCE

To evaluate the performance, our scheme is compared with
the recently proposed search encryption scheme [30], attribute
based keyword search schemes [34], [35] and KPAB-PRE-KS
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TABLE I
FUNCTIONALITY COMPARISON WITH [30], [34], [35], [36].

Schemes | Keyword Data Access Policy Without interactive private key or
Search? Sharing? with PKG? public key setting?
[30] ‘ v X X v private key
B4 |V X Ciphertext policy v public key
[35] ‘ v X Ciphertext policy v public key
[36] ‘ v v Key policy X public key
Ours ‘ v v Ciphertext policy v public key
TABLE II
COMPUTATION COMPARISON WITH [30], [34], [35], [36].

Schemes ‘ Enc TokenGen Test ReEnc Dec(Or) Dec(Re)
301 | ON?)-m ON?)-m O\ -m 1 1 L
34 | O()-e+0(1)-p  O(S]) e O(|S]) - (e +p) L1 L1 L
351 | o) -e o(Ss))-e OS] -p+0O(1)-e 1 1 1
B61 | O(S))-e+O0(1)-p O@l)-e O(S)-e+01)-p O(S)-e+0O1)-p O(S)-e+0O1)-p O(S])-e+0O(1) p
Ous | O()-e+O0(1)-p  O(S]) e O(|S]) - (e +p) O(IM]) - (e + p) O(IM]) - (e + p) O(IM]) - (e + p)

TABLE III
IMPLEMENTATION TIME.
Algorithms | KeyGen Enc TokenGen Test RKenGen ReEnc Dec(Or)  Dec(Re)
(ms) (ms) (ms) (ms) (ms) (ms) (ms) (ms)
S| =5 | 12954 40.003 7.232 16.171 51.667 33914 9.463 31.640
[S] =10 | 19.934 67.811 10.515 24.083 86.230 61.216 17.682 58.685
S| =15 | 26.146 98.433 13.810 32.006 120.610 88.598 25.720 87.315
|S] =20 | 33.624 125.362 17.106 39.826 157.500 117.622  34.438 116.067
S| =25 | 40479 152.616 20.392 47.753 191.435 142.800  42.745 141.702
S| =30 | 46.616 181.117 23.673 55.647 226.063 171.027  50.708 169.145

scheme [36]. We have made a thorough comparison based
on the following aspects: functionality, theoretical analysis
efficiency and implementation time.

A. Functionality Comparison

Table I summarizes that our scheme supports the data shar-
ing and keyword search functionality whereas schemes [30],
[34], [35] cannot provide the data sharing property. Moreover,
the scheme [30] works in the private key setting while [34],
[35], [36] and our scheme work in the public key setting. When
compared with the KPAB-PRE-KS scheme [36], it requires
the delegator to interactive with the PKG to generate the re-
encryption key every time. Our proposed scheme, instead,
works in a ciphertext-policy model without involving the PKG
to generate the re-encryption key which reduces the burden for
PKG.

B. Efficiency Theoretical Analysis

Table II illustrates the difference of our scheme, searchable
encryption scheme [30], CPAB-KS scheme [34], [35] and

KPAB-PRE-KS scheme [36], regarding the computation cost.
In Table II, A denotes the security parameter in scheme [30],
|S| is the size of the attributes in an attribute set S. [ is the
total row numbers in an access policy (M, p), p is the cost
of a bilinear pairing computation, e is the computation of an
exponentiation operation in an group G or G and m is the
computation cost of the multiplication of two real numbers.
Dec(Or) is the decryption of an original ciphertext while
Dec(Re) is the decryption computation of a re-encrypted
ciphertext. Let |M| = maxz{|S]|,!} denote the larger one
between |S| and {. Compared to the complexity of computing
an exponentiation, the cost of the hash operation in our scheme
is neglected here as it has minimal impact on the efficiency.

As shown in Table II, in the private key searchable en-
cryption scheme [30], the computation costs of Enc and
TokenGen algorithms are linear with the square of the
security parameter and the Test algorithm cost is linear
as well. Considering the public key searchable encryption
schemes, the efficiency of our scheme is almost identical to
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Fig. 2. Implementation Time.

the CPAB-KS scheme [34] while our scheme does cost more
in the T'est phase compared to [35]. It is because our scheme
supports the data sharing functionality, which requires extra
operations in the computation. When compared to KPAB-
PRE-KS scheme [36], the KeyGen, Enc and TokenGen
computation cost of our scheme are almost the same with [36].
Regarding the computation cost of Test, ReEnc, Dec(Or)
and Dec(Rec), our scheme cost a little more than KPAB-
PRE-KS scheme since our scheme needs more bilinear pairing
computation. The main reason is that interaction with a PKG
is not required and we need separate each attribute as the
input to a bilinear map while the KPAB-PRE-KS scheme uses
the continuously multiply of attributes as one input to the
bilinear map. However, the one input in the KPAB-PRE-KS
scheme requires the participation of the PKG. So we believe
our scheme is still better since no PKG involving is beneficial
to reduce the computational cost. In our scheme, no more
interaction with the PKG at the stage when the delegator
computes the re-encryption key. The elimination of PKG can
significantly decrease the overall burden of the PKG.

C. Implementation

We use Go language to take the advantage of open source
Golang PBC package [39] which supports a wrapper to a
Pairing-Based Cryptography library (PBC) [40] written in
C. The CPU used in the implementation is Intel i5-8250U
@1.60GHZ with a 8GB RAM. The chosen elliptic curve is
Y2 = X3+ X and the order of the group is 160 bit. In order
to get a more accurate average execution time, the experiment
was done 20 different times.

The universal attribute is set to |[U| = 1000. Let |S| = 5
in the KenGen algorithm. Let the row [ = 5 for an access
policy (M, p) and for each row 1 < i <[, p(i) corresponds
to a distinct attribute is S. Table III summarizes the running
time. Further, |S| and [ have been varied from 5 to 30 with
step 5.

We compare the execution time of the algorithms in Ta-
ble III and Figure 2. It is clear that the execution time
of KeyGen, Enc, TokenGen, Test, RKeyGen, ReEnc,
Dec(Or) and Dec(Re) algorithms are nearly linear to the size
of .S, which matches our theoretical analysis. From Table III,
one may think that the re-encryption functionality is useless
since the Enc algorithm only takes about 80% of the running
time of the RK eyGen algorithm. The delegator can re-execute
the Enc algorithm to generate a ciphertext with the new
policy and keyword. However, applying the proposed proxy
re-encryption manner offers two benefits over re-running Enc.
First, once the re-encryption key is generated, it can be used
to re-encrypt the delegator’s ciphertext multiple times and
reduces the delegator’s computation cost in total. Second, if the
delegator chooses to re-execute the Enc algorithm, he should
first download the ciphertext from the cloud server, decrypt the
ciphertext to retrieve the underling plaintext and then encrypt
the plaintext with the new policy and keyword. Moreover,
downloading data from the cloud brings a new problem for
data maintenance.

We also compare the implementation time of our scheme
with the previous schemes [34], [35], [36] as they all work
in the public key setting and support the access policy on
the user’s identity. Note that, we did not compare the imple-
mentation time with scheme [30] as scheme [30] works in
the private key setting and does not support the access policy
on the user’s identity. Here, we make a comparison of the
Enc, TokenGen, Dec(Or) and Dec(Re) algorithms as these
algorithms are executed on the user’s side. Fig 3(a) shows that
the Enc algorithm computation cost of our scheme is almost
identical to the schemes [34], [35] and [36]. From Fig 3(b),
we can see that the TokenGen algorithm of our scheme is
almost as efficient as [35] and [36], and more efficient than
scheme [34]. As shown in Fig 3(c) and 3(d), the Dec(Or)
and Dec(Re) algorithms computation costs of ours scheme
are higher than that of scheme [36]. However, as we analyzed
in subsection V-B, our scheme does not need to interact with
the PKG and thus reduces the burden of the PKG.

VI. CONCLUSION

In this work, a new notion of ciphertext-policy attribute-
based mechanism (CPAB-KSDS) is introduced to support
keyword searching and data sharing. A concrete CPAB-KSDS
scheme has been constructed in this paper and we prove its
CCA security in the random oracle model. The proposed
scheme is demonstrated efficient and practical in the per-
formance and property comparison. This paper provides an
affirmative answer to the open challenging problem pointed
out in the prior work [36], which is to design an attribute-
based encryption with keyword searching and data sharing
without the PKG during the sharing phase. Furthermore, our
work motivates interesting open problems as well including
designing CPAB-KSDS scheme without random oracles or
proposing a new scheme to support more expressive keyword
search.
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